1.0 ] Ut—."
V dJd

of

M2 CALF F TR
D = O O 4 C
o gl
S Ao O O

o

ol

|

(-

= O O
p—

-'s

S
k

— O™ O
— o

Haris Lokvancic
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00 = Sajber (eng. cyber): ,sve sto se odnosi na, ili ukljucuje,

U racunare ili racunarske mreze (kao sto je Internet)” H
U

“WILLIAK GIBSON IS OME OF THEMOST
EXCITIMNG NEW WRITERS TO HIT SCIENCE

FICTICHN B A LONGWHILE.
HIS FRET MOVEL kS AN EVENT

\ - - I'VE BEEM EAGERLY AWAITING
? (Merriam-Webster Dict.) - ~ROBERT SILVERBERG

* Sajber prostor je vise nego Internet, ukljucuje ne samo

mc@-‘?.‘-[befmﬁw;.ﬂ - FEVES CAHALA - §R08 U,
s
4
=

7
¢ hardver, softver i informacione sisteme, vec i ljude, Y
| drustvenu interakciju u okviru ovih mreza Y ,E{
i = A R,
* Sajber okruzenje (eng. cyber environment) ukljucuje ff a@ N
] korisnike, mreze, uredaje, cjelokupan softver, procese, ,../ N\
informacije koje se cuvaju ili komuniciraju, aplikacije, servise | $ )k (AW At
i sisteme koji mogu biti direktno ili indirektno povezani sa LTS e Ny
mreZzama” (ITU) L —
l 3 ; <
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Internet : globalni, javno dostupni

informacijski sistem medusobno Academic Intitution
povezanih kompjutera i kompjuterskih

mreza koji komuniciraju putem IP grupe

protokola (TCP/IP) = globalna paketna

podatkovna mreza (,mreza svih mreza“)

WWW # Internet

Local ISP

World Wide Web (radna. def.) : usluga
(servis) na Internetu koji, koristenjem
posebnog protokola (HTTP) omogudava
prenos hiperteksta ili multimedijalnih
podataka = omogucava ,surfanje” po
Internetu

[

Internet Backbone ISPs

Business Network

Local ISP

Credit UNDOC




WORLD-WIDE-WEB

A §) @iTunes
ARPANET ¢ Java PP C blﬂg
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Credit Global News (adapted)
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INTERNET—STATISTIKE 2017

Internet World Penetration Rates
by Geographic Regions - December 31, 2017

* 3,8 milijardi korisnika Interneta — 54% svjetskog B e e e e P

stanovnistva (2 milijarde u 2015.) e
S e | 5
* 4,9 milijardi pojedinacnih korisnika mob. uredaja Coriican | .
middie East [N 5150

World, Avg. | : 5 - ! L 54
asia | 1.1
arice | 5.2

« 3000000  korisnika  Interneta  (700°578 o w
pretplatnika)

BIH

Penetracija korisnika interneta

* /0 ISP operatora
e 3319°084 pojedinacnih korisnika mob. uredaja S50 5696

Izvori: Internetworldstats, ITU, UN, RAK BiH
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TRERAL GFFICIALS NILLION L i The harddisks of your computer have been encrypted with an military grade

encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step Z.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://www.torproject.orgs”. IF you need
help, please google for “access onion page”.
2. Visit one of the following pages with the Tor Browser:

http://petya3d?hStbhyvki . onions
http:/spetyaSkoahtsf?sv.onions

3. Enter your personal decryption code there:

68RMME-YcUEou-Ux7gf d-R65k6b-ZBGNgz-CORIHH-kHr5PY-861t60-4rbWMB-—YZh5Ji—
f3Qpi5-ByNAwH-CFXuZ-yb?¥pzJ-udBEzo

If you already purchased your key, please enter it below.

-
— -

Key:
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| _SIGURNOSN.E{?BU‘ETNJ:E;PREI\(]A MOTIVIMA"POCINITELJA Y’ ﬁ |

|

o QL0 0 ot 9 | Sl (k. 1@

.'( 0 = Klasi¢ni sajber kriminal” - ekonomski motivi (sajber prevare, haking, Mt

o krada internet usluga, piratstvo softvera, mikroCipova i baza

}f podataka, sajber industrijska Spijunaza, lazne internet aukcije, - ’ -
2 proizvodnja i distribucija nedozvoljenih i Stetnih sadrzaja - trgovina, '

i oruzjem i drogom, ljudskim organima, djecija pornografija,

) pedofilija) - &

|+ Politicki motivi (sajber Spijunaza, haking, Sirenje rasistickih i
nacionalistickih ideja i stavova, sekte, sajber sabotaza, sajber
terorizam, sajber ratovanje)

e Samodokazivanje (haking radi zabave, prestiza)

 Povreda privatnosti (nadgledanje elektronske poste, spam,
prisluskivanje i snimanje)

r I b
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B Cyber Crime
Cyber Espionage
B Hacktivism

B Cyber Warfare

hackmageddon.com

I2v0r: hackmaggedon.com (na sgorku Qd106l /950 napada)
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Maliciozni softveri - Malwares (virus, crv, trojanac, ransomware, .

il
..)
Hakovanje (,provaljivanje” u kompjuter ili sistem radi
rekonfiguracije ili reprogramira)

Phishing (pokusaj krade podataka putem falsifikovane stranice)
Socijalni inzinjering (proces obmanjivanja, ukljuCujuci lazno
predstavljanje, kako bi se zrtva navela na davanje zasticenih
informacija)

Spam (slanje nezeljenih masovinh poruka)

DoS/DDoS  (poveéanje  beskorisnog  prometa s  ciljem

preopterecdivanja mreze — uskracivanje usluga)
L0 . il ¥ 1 Tl %Y

(kompromitovanje

Data breach
podataka)

=




SAJBER KRIMINAL - DEFINICIJA

Sajber kriminal (e-kriminal, VTK): kriminalne aktivnosti u
kojima su kompjuteri i slicni informaticki uredaji i
kompjuterska mreza predmet, sredstvo, cilj ili mjesto krivicnog
GIEE

Konvencija o kibernetickom kriminalu (CoE, 2001.)

 Krivicna djela protiv povjerljivosti, integriteta i dostupnosti
kompjuterskih podataka i sistema (nedozvoljen pristup, nezakonito
presretanje, ometanje podataka, ometanje rada sistema, zloupotreba
uredaja)

e Krivicna djela u vezi sa kompjuterom (kompjuterska prevara,
kompjutersko krivotvorenje)

* Kriviéna djela u odnosu na sadrzaj (djecija pornografija)

e Krivicna djela koja se odnose na povredu autorskog i srodnih prava

© CoE



INTERNET I.SAJBERKRINMINAL = STATISTIKE 2016/2017 { PREDVIDANJA

e 978 miliona ljudi pogodeno nekogm vrstom sajber kriminala (689,4 miliona u 2016.) —
najc. kompromitacija lozinke

e 172 milijarde USD Stete za direktno osteéene u 2017. (ca. 142 USD/osobi)

 Napad ransomware-om svakih 40s (ocCekuje se porast na svakih 19s do 2019.) —
povecanje za 36% u odnosu na 2016!

* 1,4 miliona phishing web stranica naprave se mjesecno, 230000 novih malware-a
proizvede se dnevno

Do 2021. - preko 3,5 miliona upraznjenih radnih mjesta u domenu sajber sigurnosti

lzvori: Cybersercurty Ventures, Symantec, Microsoft
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? 0 11 Timeline of notable targeted attack incidents during 2016
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Data stolen from Syma rte Powrer outages in
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DARKNET I TOR

Darknet (Dark Web) : manji dio Deep Web-a
(ca. 6%), sa kriptovanim mreznim sadrzajem
koji nije indeksiran (namjerno skriven) i nije
mu moguce pristupiti ,tradicionalnim®
pretrazivaima (IE, Google Chrome, Firefox),
vec zahtijeva poseban softver (npr. Tor)

Tor (engl. The Onion Router): (besplatni)

sofver za  omogucavanje  anonimne
komunikacije na Internetu
preusmjeravanjem unutar  distribuirane

mreze posluzitelja (sakriva stvarnu IP adresu
prolazeci kroz mrezu tzv. releja)
= onion domena

Entry guard

. |
Tor client
r" Tor

4 network

== Encrypted by Tor
==+ Not encrypted by Tor

=
"‘ ;
:

, Destination
Middle relay

Exit 1;ela.y

Credit Tor Project




DARKNET = PODZEMLIE PODZEMLIA

ACTORS
Those who lurk beyond the shadows of the Darknet __

Public
e®e /—0 Politically Oppressad

—= Secially Disenfranchised
—= Whistle Blowers

N Wlicit Product/Service Buyers

Government

Agencies

B
—* Contractors
N o

Researchers

Criminals

@ /— Drug Cantels
—= Organized Crime
ﬁ Lo Human Trafficking |

Seript Kiddies
——= White Hats
——= Gray Hats

Black Hats

Spying/
Corporate W Monitoring

Terrorists

f\*' I Political Terrorists

—= Environmental Terrorists

Terrorists

overnmanis

Religious Terrorists

CRYPTOCURRENCY
Greasing the wheels of the Darknet

Bitcoin Litecain Dogecoin

Prema Batblue.com




KATEGORIJA STRANICA %

0.4
Stranice na darknetu (mart 2016.)
Prema Moore i Rid I 14

KATEGOR”A Br. asilje i 2.2
STRANICA 2.2

DARKNET = SADRZAJ

2.2
2.5
2.5
2.75
2.75
3.5

4.25
Stranice na darknetu (feb. 2015.) 4.25
Prema Owen )

- _ 4.5
96 ‘ | 4.75
64 - . 5.2
42 etrazivanie | 5.2
17 5.2
Ukupno 5,205 — Zo/
Ukupno aktivni 2,723 Kockanie i
Ukupno ilegalni 1,547 N N 2

Prema Moore i Rid 2016. Prema Owen 2015. 15.4

L



SILKROAD 1.0

¥ Silk Road

I/ | anonymous marketplace

. * Sjlk Road 1.0: platforma za ilegalnu trgovinu
online od februara 2011. do oktobra 2013.

e Osnivac: Ross William Ulbricht ("Dread Pirate
Roberts®)

Credit freeross.org

— uhapsen 02.10.2013.
— pravosnazno osuden na dozivotnu kaznu

zatvora 31.05.2017. =/
THIS HIDDEN SITE HAS BEEN SEIZED

by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,
. . ICE Homeland Security Investigations, and the Drug Enforcement Administration,
® Sll k Road 2.0 pokrenut 06_ 11.2013. | ponovo in accordance with a seizure warrant obtained by the
United States Attorney's Office for the Southern District of New York
and issued pursuantto 18 U.5.C. § 983(j) by the

O b O re n O 6 . 1 1 . 2 O 1 4 . ( O p e ra C ij a y O n y m u S ”) United States District Court for the Southern District of .New York

e Silk Road 3.1:




SILKROAD 1.0{4BROIKAMA
146946 pojedinacnih korisnika

e 3877 prodavaca
* 1,23 miliona transakcija
* Escrow placanje

e Ukupan promet u periodu postojanja: 9,3 mio
BTC (1,2 milijarde USD)

* Provizija Silk Road: 600000 BTC (ca. 78 mio
USD)

e 26000 BTC u posjedu Ulbricht-a kada je
uhapsen

v Silk Road

anonymous markeiplace

m SILK ROAD PAYMENT SYSTEM

Buyer exchanges

Vendor exchanges BTC
currency for BTC

for currency

EXCHANGER EXCHANGER

Buyer transfers BTC Vendor moves BTC
to SR account BTC held in escrow from SR account

until order finalized

—

Buyer makes purchase -
VENDOR

Silk Road takes
commission

Credit WIKI




DARKNET ZPR

‘ﬁ Silkk Road 3.1 ® |\ About Tor

& | (D silkroadTrZpuhj.onict

Home  Stealth Order Lo
Hello, comrade! You are nc

stealth orders )
Fora full experience. pleas

58943 @ 2150

diablow

1.4G RAW MDMA

CRYSTALTHIGH
QUALITY*TESTED FOR
LEGITIMACY*REAL MO

g o

ar o

4 SilkRead3.1

[

@- (€

CASHOLUT
CARDING
GUIDL
CC = BIre

NIJER

L

® |+

%\ About Tor

SIHES FTUTTL. RO Speciied

R 100+ Cashout Guides
Price/Payment méthods: $151
Vendor: [View Listings] khiskn
Category eBooks

Zhips From: Not Specified

usa green cardusap
Frice/Payment methods: $800
Vendar: [View Listings] onlineg
Category: Carded ems

Ships From: United 5tates

it | Highly SoldllelileRTe

Vendor: [Wiew Listings] xfuckx
Category: Cocaine
Ships From: Netherlands

pRae ety .. 100% generic pharn
Price/Payment methods: $500
Vendor: [Wiew Listings] pillsmz
Category Oxycodon

Ships From: Hot Specified

Highly Sold I ¥eule
Frice/Payment methods: $121
Vendor: [View Listings] procar
Category: Banks

ShipsFrom: 7 Heaven

[ 4 SilkRoad 31
silkroad?n2puhjonion/ Troad=Biregpag = )

2w
;.4 About Tor

(i) silkroadTrriZ puhj.enion/7p

xxMarlborOxx +4135, -8 (99.8%)

Level 6 &k k| “iiviiants veioran | Fevenederic veieran - JAFE Godk [ Silk Road
#Quality Vendorili{¥Fast Vendor¥|=iGood Packaging&:Good Communicationi)

e will reniv hack within 18 hours!

Hokok ook 4.8
F ek 4.8
e % ek ok 4.8

Mﬂf“lﬂm Communication # % 7 % % 4.9

Accepted Currencies: . d'-"“-;‘& 4
> @ ME

Guality
" Spead
Packaging

Last Login: 2018-04-22

*=**Scroll Down For All Listings*™*

s UDOATE 13,47
-Please have some patience cause the site BDOS it was hard to get to you all, now the site work smoothly, we will answer all your question just
have patience cause we have a lot of work.

VWelcome to xxMarlborOxx.

- Guaranteed the fastest shipping times

- Guaranteed the best availlable price.

- Guaranteed the best customer service.

- Guaranteed the best stealth methods used. We put a lot of effort in packaging your products!
- YWe ship from low profile countries not Metherlands!

- Vile also sell our products on Empire Market and Point / Tochka.

Ve look forward fo doing business with you. We do care about our customers. If you have any guestions or complaints feel free to message us.
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Updated: List of Dark Net Mark... X J.". Valhalla

@' (F’p (0 valhallaxmn3fydu.cnion/p 0 ¢ L ch a @

valhallaxmn3fydu.onion All products My purchases Messages Account (0.0 BTC) Log out

& Hard Candy - Hidden Wiki % | ThePedophile’s Handboo 7 - = Y
2 = o T 4 / VEMICEMAM KILLER HITMAN 5., 2 | About Tor

@~ (€& 't xnyvefiiybauprjonion/handbock/main_indexh] @y~ [ & | (D) yodjmusdsfaesktd.onion

>>Middlemen: read below.

1 offer killer services,

I am the only legit killer on tor and I meet personally all my clients who ask, so
you can judge me better.

My business is trusted because I put my face in it, and my personal risk.

I offer mainly killings and injuries, also some clients have been asking for

2y Glock 17 damages, fires, finding disappeared people, investigations. T am willing to
Excellent condition. hardly used : evaluate other custom services on request.

WHERE-WHEN:

Worldwide. Ask anytime availability via email or xmpp chat address.

I can be without delays in Europe, North-South-America, Middle-east, Australia,
Similar products by other venc NZ, South-East-Asia, China, Japan, Africa. Some other countries could take few
‘ days/weeks more to arrange the travel visa, but I can operate worldwide.
After I accept the job, I will complete it in a definite time-frame. The usual time
frame is one month from the day I arrive in the target country, but custom
arrangements are possible.

KILLING:
The mode of execution for killing will be my choice. Gunshots, cuts, hammer,
¥ X " anything, this will be my choice depending on the target situation.
¢ ; *1 i Proofs: deaths are reported in obituary notices for verification. If I can and if you

{ specifically ask, then I will make a photo of the dead body.

PRICES:

Minimum price 70 000 euro plus expenses, depends on target, and depends on
country, negotiable.

Expenses comprehend travel, accomodation, transportation, vehide, new arms,
etc. Price and expenses will be evaluated by email/chat after you tell the general
info.

Payment currency: cash euro.

Alternative payments: bitcoins, dollars, gold coins (only US-MINT .9999 fine gold

Introduction




DARKENT FBiH
* Akcija «Koverta» (oktobar 2017.)

o Akcija «Kriptus» (februar 2016.)
* Akcija «Pleiades» (decembar 2015.)

— Europol, u saradnji sa Austrijom, BiH,
Njemackom, Svicarskom i V. Britanijom

— podignuta optuznica protiv PT. (1983.) u
martu 2017. (Okruzno javno tuzilastvo B.
E)

ZNO JAYNO TUZILASTVO U BANJOJ LUCH
Bl PREDMETA: T 13 0 KTPO 0028733 15
Banja Luka, dana 15.03.2017. godine

OSNOVNOM SUDU
U BANJOJ LUCI

Na esnovu &lana 43 stav 2 lacka z) ZKP RS, | &lana 241 | 242 stav 1 ZKP RS,
podiZem
OPTUZNICU
protiv

_mdnn 1883. godine u Tuzli, nastanjen u Banjoj

Luei,

Daje
. U Banjoj Luci u vremenu od januara 2015 do decembra 2015, na naéin 8o je
pomoéu razlicitih kiminalnih servisa koristio usluge DDOS napada (napad u kom
napadat na IP adresu oStecenog 8alje ogroman broj paketa sa velikog broja izvormnih
IP adresa &ime zaguSuje saobrata ka oftetenom | onemoguéuje stvarne kiijente da
pristupe servisu na IP adresi oftetenog) na informaciono  komunikacionu
Infrastukturu ostedenih, odnosno kompanija koje pruZaju usluge putem Inlerneta,
time je spretavao | ograni¢avao pristup klijenata servisima tih kompanija, pa time

(.:redit Akamai



SAJBER RATOVANJE =DEFINICIJA | KARAKTERISTIKE

e ,sajber napadi autorizovani od strane drzavnog ucesnika
pokrenut! protiv sajber infrastrukture istovremeno sa
(odgovaraju¢om) viadinom kampanjom” EastWest Institute

e Karakteristike sajber ratovanja:

* namjerna i organizovana aktivnost primjene sile prema
protivniku u cilju nanosenja stete njegovim resursima,
vrijednostima, stanju i interesima;

e ostvaruje se u sajber prostoru i iz sajber prostora, Sto
znaci primjenom informacionih sistema i informacija u
njima i dejstvom na informacione sisteme i informacije u @ CCDCOE
njima;

e preduzima se od strane drzave ili organa u ime drzave;
e jzvodi se u cilju ostvarivanja vojnih i politickih ciljeva.
Prema Mladenovic 2016.




SAJBER RATOVANJE =PRIMIJER
STUXNET —,PRVO CYBER/ORUZIE"

HOW STUXNET WORKED
188 Je) e cusscan

UFDOATE FROM SOURCE jnst

El-/-5-E

—

1. infection 2. search 3. update

Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given Ifthe system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; ifitis,
Microsoft Windows. By brandishing a digital trial contral system made by Siemens. the worm attempts to
certificate that seems to show that it comes Such systems are deployad in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.

=T i =
= ‘=‘
| | — =

4. compromise 5. control 6. deceive and destroy

The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-

target system’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-

exploiting "zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's

software weaknesses that haven't take contrel of the centrifuges, making going wrong until it's too late to do

been identified by security experts. them spin themselves to failure. anything about it. - e ~ ,

Credit President’s Office Iran
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HVALA NA PAZNJI!

| _haris@hotmail.com; haris.lokvancic@eda.admin.ch




